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● Ocr, attachment checks and qr-codes detection
● Text analysis
● Links analysis
● Real time blacklists

– Domains
– Ip addresses
– Email addresses
– BTC wallets
– Phone numbers
– Esp accounts

● A.I.

How an antispam software works



Simple spam messages



Complex spam messages



QR-CODES



Bitcoin scam



Url Shorteners & Redirectors



● https://www.google.com/amp/s/mircosoft.es/www/#WV...

● https://click.pstmrk.it/3s/...%25252Fzs.komivor.ru%2525251/...

● https://www.bing.com/ck/a?!&&p=5f467c7273effecfJmltd...

● https://public-api.wordpress.com/...?
redirect_to=http%3A%2F%2Ffrenchitivity.com%2F2024...

● https://login.microsoftonline.com/...?
redirect_uri=https%3A%2F%2Fazure.saskaggrads.com

Redirectors



● Google, Microsoft 365 and other freemail providers
● ESPs (Sendgrid, Mailchimp, AmazonSES, Sendinblue, ...)
● Hacked mailing lists

Too big to block abused services



Thanks

Questions ?
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